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1. Introduction and Overview

This document presents the Council’s operational internal audit, risk management and anti-fraud plan for the period 2012-13. The 
plan covers the work of both the in-house teams for both Internal Audit and CAFT and the Councils supplier – Price Waterhouse 
Coopers (PwC).

Over the past year the Internal Audit practice has continued to evolve, awarding a new contract to PwC in October 2011 and also 
completing a restructure. Going forward the service is responding to the major challenges the Council is facing, in particular around:

 Continued reduced government funding and budget pressures; and
 The change agenda

The Corporate Anti Fraud Team (CAFT) has been established within Barnet for 7 years. During that time it has successfully 
developed and promoted a strong anti fraud culture across the council. As well as investigating all referrals that are passed to it to 
an appropriate outcome, the service continues to provide support, advice and assistance on all matters of fraud risk including 
prevention,  detection and deterrent measures whilst delivering a cohesive approach to reflect best practice which also supports the 
councils corporate priorities and principles.  

The joint plan between the Internal Audit and Risk Management and the CAFT teams highlights a targeted approach to reviewing 
the Council’s control environment; 2012-13 is the second year following this approach.  Throughout 2012-13 the teams will continue 
to strengthen that arrangement and combine resources where necessary.

Risk Based Internal Audit Plan

The plan is set out in the following pages and shows the proposed reviews/audits to be covered for each Directorate, with separate 
sections describing the corporate audits, IT audits and work undertaken on behalf of schools. In line with CIPFA Best Practice, the 
2012-13, fully risk based plan, has been formulated by:

 Reviewing the updated corporate and directorate risk registers and selecting a number of the high to medium risk areas for 
audit review;

 Undertaking a workshop between Internal Audit, Risk Management and Fraud colleagues to challenge areas for review;



 Meeting with officers in each Directorate in order to understand strategic and operational plans for 2011-12 that are likely to 
have a significant impact on the control environment; and

 Ensuring coverage of the core aspects of the Council’s governance and control environment in order to be able to support 
the S.151 Officer; and the production of the Annual Governance statement.

In order to provide good coverage of high risk areas, it has been agreed with the Chief Executive that for the operational plan for 
2012-13, the in-house teams and the contractors will jointly deliver 1,520 days. The plan is to be split according to the respective 
skills, resources and specialisms of the in-house teams and contractor. 

Managed Audit Approach 

Internal Audit and CAFT is committed to the managed audit approach, which ensures joining up with External Audit to make the 
best use of resources and to avoid duplication of effort.  We liaised with External Audit during the planning of this Annual Plan 
thereby ensuring coverage of the corporate risks.

Emerging Issues

There are a number of areas that we continue to monitor and keep a watching brief around, diverting resources where considered 
necessary:

 Community budgets – we will continue to monitor the Council’s progress in rolling out the Community Budget pilot.

Proactive Anti-Fraud work

The level of proactive anti-fraud work will be dependent on how much reactive work is received by the CAFT.  As a result not all 
areas may be reviewed in 2012-13.  Any areas that are still relevant will be carried forward to 2013-14.  

Liaison will occur between CAFT and IA throughout the entire plan of all audits to understand and identify and specific or emerging 
fraud risks that are apparent in each audited service / area. 



2. Overall Summary
Our work for 2012-13
As summarised in the tables below Internal Audit, Risk Management and CAFT, will deliver 1,520 audit and corporate anti-fraud 
days in 2012-13. The total days per Service Area along with the key risk areas being addressed is summarised in the tables below:

Directorate/Service Area
Total 

Annual 
Indicative 

days

Example risk areas covered

Corporate Cross Cutting 108 Non-compliance with the requirements of the Localism Act; risk of lack of opportunities 
for young people in the borough, lack of adequate budget management resulting in 
overspends and possible erosion of reserves, lack of forward planning to provide 
services over periods such as the Olympics, non-compliance with the new public sector 
equality duty, failure to comply with the legislative requirements of the Data Protection 
Act and Freedom of Information Act and information security policies.

Integrated specialist audits 46.5 Insufficient risk management processes to assist managers in decision making; Failure to 
have commercial contracts that deliver value for money, inappropriate records 
management which may ultimately affect a service user.

Fundamental and Financial Systems 174 Absence of robust internal control increases the risk of fraud or error; risk of non 
compliance with financial regulations and a lack of assurance provided to the Deputy 
Chief Executive in discharging his s.151 responsibilities.

Adults Social Care and Health 46.5 Failure to administer and recover invoices to customers in a timely basis, Insufficient 
information to assess performance of Mental Health Trust Partnership, insufficient 
integrating between NHS and the Council for the provision of public health in 2013/14.

Children’s Services 183 Failure to uphold financial management of schools; failure to adequately plan for school 
places; insufficient procedures in place to review child protection plans on a timely basis, 
Inadequate procedures in place to provide data that meets quality standards resulting in 
poor decision making, risks that payments to foster carers may not be made for bona fide 
purposes.



Directorate/Service Area
Total 

Annual 
Indicative 

days

Example risk areas covered

Environment, Planning and Regeneration 95 Inadequate procedures in place to administer the Rent Deposit Scheme, risk of non-
compliance against the Council’s contract procedure rules, clienting arrangements are 
inappropriate to ensure service delivery from major suppliers, risk of inappropriate 
arrangements for design and planning of highways works, controls may not be designed 
appropriately within the regeneration programme.

Corporate Governance 20.5 Risk of that the Annual Governance Statement may not be reflective of the Council’s 
governance framework, clienting arrangements may be inappropriate to fulfil statutory 
and service delivery aspects of legal services.

Chief Executives Service 15.5 Outcomes from voluntary sector funding may not be achieved, and risks of fraud may not 
be mitigated.

Deputy Chief Executive Service 86 Failure to implement the transformation agenda with desired outcomes achieved; Scope 
of work within the capital programme may be underestimated or plans over optimistic 
resulting in slippage and delivery delays; individual performance objectives may not be in 
line with the Council’s overall vision and values set.

Commercial Services 67.5 Inappropriate user access controls resulting in systems being susceptible to fraud and 
error, arrangements may not be sufficiently embedded to ensure the best use of the 
Council’s assets, non-compliance with the contract procedure rules, risk that policies for 
information management may not be consistently applied and monitored.

Management and follow-up 282.5 N/A

Continuous Anti fraud & proactive fraud 
reviews

395 Absence of robust internal control increases the risk of fraud or non-compliance.

Total days 1,520



3. Detailed Internal Audit, Risk Management and CAFT plan

Corporate Cross Cutting
108 days of the audit programme are allocated to this area of work, covering areas which cross Council departmental boundaries.  
These audits will cover the following priorities: Better Services with Less Money; Sharing Opportunities and Sharing 
Responsibilities; and A successful London Suburb.
Area of review Description of Work No. of 

Reviews
No of audit 

days
Quarter

Localism Act Ensure the Council has arrangements in place to comply with the 
requirements of the Localism Act.

1 25.5 2

Equalities Ensuring that the Council has robust arrangements in place to 
meet the new public sector equality duty, covering areas 
specifically in other services.

1 15.5 3

Skills Agenda Reviewing arrangements for youth in the borough, in particular 
those that are not in education, employment of training.

1 15.5 3

Budget 
Management

Consider arrangements at a service level for managing the budget 
robustly ensuring good financial management and planning.

1 15.5 3

Business Continuity Ensure arrangements for Business Continuity are fit for purpose 
across the Council.

1 15.5 1

Information 
Governance

Ensure the Council has appropriate arrangements in place to 
comply with the requirements of the Data Protection Act, Freedom 
of Information Act, Information Security policy and the Records 
Retention Policy.

1 20.5 3

Total 6 108 -



Integrated Specialist Audits

46.5 days to be used for strategic support and projects with a high degree of specialist input.  This will cover the following priorities: 
Better Services with Less Money.

Area of review Description of Work No. of 
Reviews

No of audit 
days

Quarter

Records and Case 
Management

Ensuring all of our systems in use are in line with 
the Council’s records management policies, in 
particular a focus on Adults and Children’s 
systems.

1 15.5 2

Risk Management Assessment of the effectiveness of risk 
management arrangements throughout the 
Council. This will include a review of the 
implementation of enhancements to the risk 
management processes.

1 15.5 3

Commerciality of 
contracts (deferred 
from 2011-12)

Focused internal audit reviews on the Council’s 
major contracts, covering both compliance with the 
Council’s procurement process as well as targeted 
reviews of specific contracts to ascertain the 
benefits realised from these commercial 
agreements.

1 15.5 2

Total 2 46.5 -



Fundamental and Financial System reviews
174 days of the audit programme are allocated to this area of work, covering projects which provide assurance on the operation of 
the Council’s Key Financial Systems.  This will cover the following priorities: Better Services with Less Money.

Area of review Description of Work No. of 
Reviews

No of audit 
days

Quarters

Review of key 
controls across 
fundamental and 
financial systems

Dissemination of key controls within the Council’s key 
financial systems. Ensure compliance with external 
audit requirements.  System processes include:

 Housing Benefits
 Council Tax
 NNDR
 Payroll
 Pensions
 Cashbook
 Accounts payable
 Income and debt management
 Treasury Management

Liaison to occur between CAFT and IA throughout 
this process for their understanding of any specific 
fraud risks that are apparent in each system.

9 174 2 & 3

Total 9 174 -



Adults Social Care and Health

46.5 days of the audit programme are allocated to this area of work, covering projects within the Adults Social Care and Health 
Directorate only. This will cover the following priorities: Sharing opportunities and sharing responsibilities; and Better services with 
less money.

Area of review Description of Work No. of 
Reviews

No of audit 
days

Quarter

Customer 
Financial Affairs

Review arrangements in place to ensure effective 
financial assessment and invoicing procedures.

1 15.5 3

Mental Health 
Agency review

Reviewing the arrangements for the quality of data 
when considering the performance of the Mental 
Health Trust Partnership.

1 15.5 4

Public Health 
Integration 

Due Diligence around the use of shadow budgets 
and plans to integrate with NHS Barnet.

1 15.5 3

Total 3 46.5



Children’s Services

183 days of the audit programme are allocated to this area of work, covering projects within the Children’s Services Directorate 
only.  This will cover the following priorities: Better services with less money, Sharing opportunities and responsibilities, and a 
successful London suburb.

Area of review Description of Work No. of 
Reviews

No of audit 
days

Quarter

Schools Continuous auditing of schools over a three year period 
to ensure compliance with financial regulations, focus 
on primary schools.

31* 121* All

Children in Care Review adequacy of arrangements to review children 
subject to protection plans – methods of referral, 
thresholds and timeliness of reassessments.

1 15.5 1

Pupil Place 
Planning

Review adequacy of forward planning, demand, timing 
of capital funding, and the integration of the Capital 
Investment Strategy in relation to pupil place planning.

1 15.5 2

Data Quality 
review

Narrowing the gap – review of the data that feeds into 
the quarterly performance reports against the elements 
of good data quality standards.

1 15.5 1

Foster Carers Review of the payments made to foster carers against 
the policies and procedures of the service.

1 15.5 3

Total 35 183 -

* Will be dependent on the level of demand for schools audits given movement to academy status



Environment, Planning and Regeneration

95 days of the audit programme are allocated to this area of work, covering projects within the Planning, Environment and 
Regeneration Directorate only.  This will cover the following priorities: A successful London Suburb, and Better services with less 
money.

Area of review Description of Work No. of 
Reviews

No of 
audit days

Quarter

Housing Needs 
and Resources

Ensuring that the system administering the Rent Deposit 
Scheme is operating effectively, in conjunction with 
Barnet Homes.

1 20.5 1

Contract 
Procedure Rules 
Compliance

Reviewing arrangements for spend under £25k and 
ensuring appropriate controls are in place to monitor and 
ensure compliance with contract procedure rules.

1 15.5 2

Parking, DRS 
(including 
Regeneration) 
and Housing

Reviewing arrangements for clienting relationships post 
implementation of major projects.

1 20.5 4

Highways Review arrangements surrounding design and planning 
for highway works, including feasibility, income streams 
(s.106 agreements) and risks.

1 15.5 1

Regeneration 
programme 
management

Reviewing arrangements for programme and project 
management controls in place within the Council’s 
regeneration schemes.

1 23 3

Total 5 95 -



Corporate Governance

The following, that form part of the overall corporate governance responsibilities, are being reviewed as part of a cross-cutting 
audit:

 Data protection and FOI; and
 Business Continuity

In addition external audit are undertaking a detailed review of corporate anti-fraud measures across the authority.  As such the 
following remains work planned for the Directorate:

Area of review Description of Work No. of Reviews No of 
audit days

Quarter

Annual Governance 
Statement

Ensuring compliance with the CIPFA SOLACE Good 
Governance guide and the role of the Chief Finance Officer, to 
include within the Statement of Accounts.

1 5 3

Legal Services Review clienting arrangements post implementation of new 
delivery vehicle.

1 15.5 4

Total 2 20.5



Chief Executives Service

15.5 days of the audit programme are allocated to this area of work, covering projects within Chief Executives Service only.  This 
will cover the following priorities: Better Services with Less Money.

Area of review Description of Work No. of Reviews No of 
audit days

Quarter

Voluntary Sector 
grants

Review arrangements to ensure the outcomes agreed in grant 
conditions have been met by voluntary sector providers and (in 
conjunction with CAFT) ensure that anti fraud arrangements 
are robust. 

1 15.5 1

External audit are reviewing performance management arrangements within their current audit plan.



Deputy Chief Executives Service

86 days of the audit programme are allocated to this area of work, covering projects within the Deputy Chief Executives Service 
only (Fundamental Systems are also relevant for work performed on behalf of the s.151 officer).  This will cover the following 
priorities: Better Services with Less Money.
Area of review Description of Work No. of 

Reviews
No of audit 

days
Quarter

Capital 
Programme

Project Diagnostic Tool – review a number of 
projects within the Capital Programme against the 
12 elements of project management excellence.

4* 10.5 3

Review of 
performance 
appraisals and 
values

Reviewing arrangements to embed performance 
management and the value behaviours with staff.

1 15.5 3

One Barnet 
Programme Our reviews in the current year will include a 

continued focus on the following:  

 Providing assurance on project arrangements 
including the designs and operation of project 
and programme management controls, 
following previous recommendations

 Evaluate the extent to which arrangements 
will allow:

o The required change outcomes (for 
example, new ways of working) being 
embedded in the organisation

o Appropriate project close arrangements

3 60 All



Area of review Description of Work No. of 
Reviews

No of audit 
days

Quarter

In addition, we will carry out diagnostic reviews of 
Wave 2 projects to assess the project management 
controls environment against the 12 successful 
elements of project management excellence:

 Street Scene
 Early Intervention

Total 8 86 -

* Number of reviews will be dependent on risk



Commercial Services

67.5 days of the audit programme are allocated to this area of work, covering IT, estates and asset management, and procurement.  
This will cover the following priorities: A successful London suburb, and Better Services with less money.

Area of review Description of Work No. of 
Reviews

No of 
audit days

Quarter

SAP access 
controls

Completion of a diagnostic tool assessing segregation 
of duties across SAP.

1 5.5 1

Asset 
Management Plan

Reviewing the Asset Management Plan for strategic fit 
and effectiveness of operational plan for 
implementation.

1 15.5 3

Procurement 
Controls and 
Monitoring Action 
Plan

Ensuring the Council’s arrangements for complying 
with the Contract Procedure Rules are fit for purpose.

2 31 1 & 3

Information 
Management (IM) 
Strategy (deferred 
from 2011-12)

Review of the Council’s strategic direction for 
Information Management policies, ensuring that they 
are fit for purpose and have clear operational 
implementation plans.

1 15.5 2

Total 5 67.5 -



Management and Follow-up

282.5 days of the audit programme are allocated to this area of work, covering service administration, planning and follow-up of 
high priority recommendations arising from our work to ensure implementation within agreed timescales. There are no specific 
priorities that are covered in this area.

Area of review Description of Work No of audit days

Management, Audit 
Risk Assessment 
and planning.

Updating of audit risk assessment, strategy and preparation of 
new operational plan each year and management of contractor.  
Attendance at audit committees and providing guidance and 
support to the Chair of the Audit Committee.  Includes advice and 
guidance support.

70

Assurance 
Statements on 
Internal Audit 
Service providers

Review Internal Audit providers within major suppliers to ensure 
that we can rely on their internal reports and opinions.

17

Risk Management Facilitating the embedding of risk management throughout the 
organisation, including delivery of training based on needs of 
officers and members.

135

Assurance reports Regular monthly reports to statutory officer group on internal 
control issues and assurances on key systems.

10.5

Follow-up We will follow-up those audits with limited or no assurance and 
update the audit committee for priority one recommendations; 
these will be in line with management dates agreed for 
implementation.

50

Total 282.5



CAFT - Risk Based Proactive Anti-Fraud Reviews 

The level of proactive anti-fraud work will be dependent on how much reactive work is received by the CAFT.  As a result not all 
areas may be reviewed in 2012-13.  Any areas that are still relevant will be carried forward to 2013-14. 

Area of review Description of Work No. of Reviews

Council Tax and 
National Non 
Domestic Rates 
(NNDR) and 
Electoral 
Registration   

Pro Active exercise and targeted anti fraud work in this area to 
ensure that the anti fraud measure are fit for purpose and robustly 
complied with and that any exemptions and discounts given are 
valid and appropriate. 

1  

Purchase Cards Pro Active anti fraud exercise to ensure that the councils anti fraud 
arrangements around purchase cards are fit for purpose.

1

Registration and 
Nationality Service

Pro Active joint working with UKBA embedded officer to prevent, 
deter and identify persons who are looking to exploit council’s 
services illegally.
 

1 

Direct Payments Follow up previous anti fraud recommendations in this area and 
work collaboratively to review anti fraud arrangements in relation 
to the new payment cards system.

1

Total 4



CAFT - Continuous Risk Based Pro Active Anti-Fraud and Compliance Work.

The anti-fraud plan covers investigations into all “internal” instances of suspected fraud, corruption and money laundering, ongoing 
proactive anti-fraud work including National Fraud Initiative (NFI) coordination and Investigation and fraud awareness training. This 
area excludes work undertaken by the CAFT in relation to housing and council tax benefit fraud and compliance.  This will cover 
the following priorities: Better Services with Less Money.

Area of review Description of Work No. of Reviews No of audit days

Fraud awareness 
training 

CAFT will continue to deliver fraud and anti money laundering training through e-learning materials and will 
present to high risk areas and feed back to service through the Risk and Fraud forum.  This training also 
incorporates the Risk Strategy and Policy Statement.

The London Fraud 
Hub - Cross 
Boundary LA - Data 
Matching Pilot 

West London Councils have joined together to share various data sets such as housing and council tax 
benefit data, housing waiting list and tenancy data in the aim to identify and track existing fraudsters as well 
as providing authorities with a tool to identify and prevent fraud before it happens.  

Housing Tenancy 
Fraud 

Continue to work in partnership with Barnet Homes in relation to all aspects of Housing Tenancy Fraud – 
maximising recovery of properties where appropriate and continued partnership with UKBA embedded 
officer.

Anti fraud advice 
and co-ordination

Provide ad hoc advice and assistance to all service areas in 
matters relating to internal fraud, corruption, bribery, compliance 
and/or money laundering. 

- 100

Anti Fraud 
Compliance Work   

Review and monitor compliance with standards across the council 
covering; Counter Fraud Framework, Bribery Policy Statement 

1 10



Area of review Description of Work No. of Reviews No of audit days

and Procedure, code of conduct and gifts and hospitality register 
and declaration of interest. 

Vetting, propriety 
checking and barring

Ensuring arrangements are robust and joint working with HR to 
developing an enhanced vetting, propriety checking and barring 
policy.

1 10

NFI co-ordination Ongoing NFI co-ordination and support including data uploading, 
training, assistance and investigation of relevant matches in 
accordance with Audit Commission timelines.  

- 30

Right to work in the 
UK 

Pro active targeting with embedded UKBA officer to verify 
compliance with checks that Council employees have the right to 
work in the UK.

1 10

Referrals and 
investigations

Approximate times allocated to effectively deal with referrals and 
subsequent  investigations (reactive work) 

Various 235

Total 3 395


